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Abstract: Many tools are used for phishing. Despite the different tools used in phishing, the key element
mvolves convineing the user to give away their information willingly. In this study, researchers conducted an
experiment on a small population of umiversity students in the Eastern Province of Saudi Arabia. A group of
200 university students who had eBay accounts were recruited for the experiment. The experiment included
designing a replica website for an online business and hosting it over the intranet. The students clicked on a
desktop icon based on instructions from their trusted mstructor and the icon took them to a plishing website
where the students were asked to log m. The results indicate that 90% of the users who logged onto the website
recognized only the look and feel of the login page and did not pay attention to important details such as the
URL and the security features of the login page. Another important result showed that combining social
engineering with phishing enhanced the experiment and influenced the user’s perception of the fake website.
The social engineering invelved a trusted instructor who influenced their trust in the authenticity of the
website.
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INTRODUCTION

Phushing is the process of using trickery or social
engineering to convince customers to give away their
confidential mformation for inmoral use. Any business
might find phishers masquerading as representatives of
the business or find its customer base targeted by
phishers. Phishing can be done in many different ways,
such as through mass mailing worms involving spam or
by targeting victims using bots (Ollmann, 2004;
Jakobsson, 2005).

Phishing dates back to 1995 and it started with
America Online (AOL). Programs such as AOHell
automated the process of phishing for account and credit
card information. In its infancy, phishing was primarily
used on Internet Relay Chat (IRC) where the phisher
would mmitate or impersonate an AOL administrator and
trick the user mto revealing their credit card mformation
by informing the user that there was a technical billing
problem that required the user to renew their credit card
and login information (Takobsson, 2005).

According to the spam archives, the targets were
primarily E-loan, E-gold, Wells Fargo and Citibank. None
of the expensive firewalls, SSI. certificates, IPS rules and
patch management systems can stop the exploitation of
onlme trust that not only compromises confidential user

information but also has had a major impact on consumer
confidence regarding telecommunication between an
establishment and its client (Ollmarm, 2004).

From a technical perspective, most antispam and
email security experts were not surprised by the impact of
the phishing threat because it had been well documented
since RFC 2821, an updated version of RFC 821 written in
1982 (Tames, 2003).

A considerable amount of research has been carried
out to study users’ behavior in reaction to phishing. For
example, a study was conducted by Downs e# al. (2007) in
which a pilot survey was given to 232 computer users to
reveal predictors for falling prey to phishing email and for
trusting legitimate email. A similar study was carried out
by Sheng et al. (2010). In this study, a survey was
carried out on 1001 users. The result was used to study
the relationship between demographics and phishing
susceptibility and the of phishing
educational materials. The results derived from this
survey suggested that women between the ages of 18 and
25 years old were more prone than men to give out
information (Dhamija et al., 2006). Schechter et al., 2007)
carried out a similar study on 67 bank customers. The
study was the website
authentication measures that protect users from man in
the middle plushing attacks and other forgery attacks.

effectiveness

carried out to evaluate
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TOOLS FOR PHISHING

Generally, phishing uses a number of techmques.
Some of the most common methods deployed in practice
are as follows:

*  Social engineering (FWI, 2012)

*  Man inthe middle attack (James, 2005, Ollmann, 2004 )
+  Cross-site scripting attack (Kirda et al., 2006)

+  URL obfuscation attack (Milletary, 2005)

Social engineering attack: Phishing emails, a type of
social engmeering attack have subject lines that are very
authentic and genuinely related to the supposed sender.
Below 1s an example derived from (FWL 201 2) in which the
email is supposedly sent from a reputable bank (Barclays).
In this example, the email appears to becoming from
user-supportsd@barclays. couk. When analyzing the
email, one can find minoer mistakes such as the word Ibank
in the subject. The wording is selected very carefully
by the phishers to bypass the spam filter. Some of the
common features of spam coming from a plusher are
listed:

¢ Harassing the customer for a quick response

* Asking the customer not to reply to the email but
rather to follow a hyperlink

¢ Threat of freezing the account

As can be noticed from Fig. 1, the followmng features
are used to deceive the user:
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s  Forged sender address: forging an TP address is an
easy deception method. Generally, a spam email can
easily look like it has been sent from an authentic
bank like Barclays, Citibank and others because the
process of forging the email header is simple

»  Genuine-looking content: phishing emails use images
and text styles similar to the legitimate website in
order to portray their emails as genuine. Some users
are easily fooled due to the bank logo within the
emails

»  EBmail form: the emal contains a form for the customer
to enter their personal information and ¢lick submit,
send or update. Forms within emails utilize scripts
located on a remote server to receive information and
either forward the information to the fraudsters or
place the information in a database for the fraudster
to pick up later (FWT, 2012)

Man in The Middle (MITM) attack: The plusher
intercepts
legitimate website or business. There are different

transmissions between the user and a

methods for performmg MITM attacks with a range of
complexity but in general, they are considered to be active
attacks (Tames, 2005). An example of what the MITM
attack looks like is shown in Fig. 2.

MITM attacks are generally successful in both HT'TP
and HTTPS commumcation. The user commects to the
attacker’s server (thinking it is the genuine site).
Meanwhile, the attacker’s
simultaneously to the genuine (real) site. The attacker’s
server proxies all commurmcation between the user and the

server 18 connected

% lofficial Notice for all Barclays IBank users - Message (HTML)

Eile Edit Wiews Insert Format Tools Actions Help >
o Reply €F)Reply to All € Forward & b > &5 =) .
Fronn: Barclays bank [user-supports4@barclays.co.uk] Sent: Wednesday 26052004 4:04 PM
To:
Cc:
Subject: lofficial Notice For all Barclays IBank users

Online Banking

BARCLAYS

Details Confirmation

SECURITY ALERT: Please read this important message

Our new security systerm will help you to avoid frequently fraud
transactions and to keep your investments in safety.

Due to technical update we ask you to confirmm your online banking
membership details. Please fill the form below.

Please follow the link below to fill the form "Details Confirmation™:

http:ifwww.personal.barcla -co.ukigoto/pfsolb loqgin

Fig. 1: Barclays Phishing Email (FWI, 2012)
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Fig. 2: Structure of the man in the middle attack

genuine server site in real time. The attacker 15 able to
establish an SSL (Secure Socket Layer) connection
between both the wuser and the genuine site
(Ollmann, 2004).

In order for an MITM attack to be successful, the
attacker must be able to establish a connection between
the user and the genuine site. MITM attacks take various
forms including the following:

¢  Transparent proxies: situated on the same network
segment or located on route to the real server. A
transparent proxy service can intercept all data by
forcing all outbound HTTP and HTTPS traffic
through it

¢+ DNS Cache poisoning: disrupting the normal traffic
routing by mjecting false IP addresses for key
domain names

¢+ URL obfuscation technique: the attacker tricks the
user into connecting to the proxy server instead of
the real server. For example, the customer may follow
a lmk to http//www.mybank.com.ch/ mnstead of
http: /www.mybank.com/.

*  Browser Proxy configuration: overriding the user
web-browser setup and proxy configuration options.
An attacker can force all web traffic through their
nominated proxy server (Ollmann, 2004)

Cross-site scripting: Cross-Site Scripting (XSS) 1s a
method of phishing mm which an attacker uses
vulnerabilities in the code of a web application to allow
them to send malicious code to the end user to retrieve
information from the victim. In an XSS, an attacker sends
a malicious script to a user. The browser has no reason to
suspect the code because it comes from a genuine
website. The malicious code can access the cookie and
session token. These programs can be used to rewrite the
HTML webpage.

The common programming language tools used for
this purpose are scripting languages such as Javascript,
VBscript and HTML. A typical scenario for an XSS attack
15 as follows:

» The hacker visits the target webpage, looks for
vulnerabilities and injects the scripts mto the
webpage 1n the form of an image or a login seript

»  When a user visits the webpage, the user 1s unaware
of the script that has already been placed by the
hacker

»  The imyected script is downloaded m the client
browser

» The browser then redirects the webpage to the
hacker’s webpage as shown in Fig. 3 (Kirda et al.,
2006)

URL obfuscation attack: Milletary, m lis study
“Techmical Trends i Phishing”, explained how simple
techmques are used for URL obfuscation URL
obfuscation 1s the process of tricking the user mto
thinking that he/she 1s browsing or logging onto a trusted
website. URL obfuscation, though simple 13 a highly
effective method of attack (Milletary, 2005). The following
methods are used for URL obfuscation.

Simple HTMIL redirection: One of the simplest
techniques for obscuring the actual destination of a
hyperlink is to use a legitimate URL but have it pointto a
malicious site. Thus, clicking the legitimate-looking TRT,
hyperlink actually sends the user to a phishing site. This
deception can be detected because web browsers display
the actual destination of a hyperlink when a user moves
the mouse pointer over the link. However, users are still
susceptible to this type of attack (Milletary, 2005).

Use of JPEG images: HTMI.-formatted emails are used by
phushers as well. Phishers construct an email that contains
a single image in JPEG format. The image appears to the
user to be a legitimate email from a legitimate business. To
add to the deception, phishers use official logos and add
text directed to the customer that makes the email appear
as 1f 1t were from the business. When the users click the
image, they are directed to a plushing website
(Milletary, 2005).

Use of alternate encoding schemes: Hostname and IP
addresses can be represented 1n alternate formats that are
less likely to be recognizable to most people. Additionally,
TP addresses can be specified as hexadecimal numbers:

o P address: 172.16.24.18
»  Hexadecimal: AC101812

Registration of similar domain names: Usually, normal
users verify the address displayed in the address or



Asian J. Inform. Technol., 12 (3): 91-98, 2013

Hacker Client ‘Website Hacker

Fig. 3: Overview of how an XSS attack takes place
(Kirda et ai., 2006)

status bar of their web browser with only a brief glance.
Phishers try to take advantage of this behavior by
registering domains that are very similar to the domain of
the target business. This usually works with the majority
of users who are satisfied by simply seeing the legitimate
name of the business appear in the address field.

As an example, a phishing site could be hosted at
http:/Awww. <bankname>-online biz where <bankname>
would be replaced by the name of the target bank. A
widely implemented version of this attack uses parts
of a legitimate URL to form a new domain name as
demonstrated:

*  Legitimate URL C(http://login example.com)
¢ Malicious URL (http:/login-example.com)

When just brief glancing at the above two URLs,
normal users can be easily fooled (Milletary, 2005).

Current status of URL obfuscation: According to the
Anti-Plishing Working Group (APWGQG), there was a steep
mcrease in URL obfuscation in the first quarter of 2012.
Some of the forms of URL obfuscation attacks that took
place m the first quarter of 2012 are shown in Table 1
(APWG, 2012).

According to the anti-phishing working group report
for the first quarter of 2012, the number of unique URLs is
greater than the number of brand/domain pairs, implying
that many of these URLs are hosted on the same domain.

Examples of unique URLs:
¢ http:/~www barclays.com.ch
*  http:/fwww.citibank-hr.com
*  http://www.ebay-it.com

94

Table 1: Increase in the hijacking of brands and target names in URLs in the
2012 first quarter report from the APWG

Forums January  February March
Number of brands hijacked 370.000 392.000 392.000
Contains some form of target in URL ~ 49.53% 45.3%% 55.42%
APWG (2012)

Examples of brand hijacking:

« UPS

s+ FedEx

o Twitter

s+ Facebook

According to the anti-phishing working group report,
the percentage of phishing attacks targeting the financial
sector was 38.1% and the percentage of attacks targeting
payment services was 21.5%. The other 40% of attacks
targeted other sectors such as gaming, social networking
and government websites. On average, a phishing website
remains active for 62 h and 1t 15 generally found that the
victim had never visited the website before the attacks
(Dong et al., 2008).

EXPERIMENT AND BEHAVIORAL
RESPONSE TO PHISHING

Recruitment process: An experiment was conducted to
study the response to phishing of a population of 200
students from Prince Mohammed Bin Fahd University
(Saudi Arabia). Two hundred male students participated
in this experiment. The students were between 18 and
24 years old. The selection criterion for this study was
that the student have an eBay account. The students
were briefed in the class by explaiming that this experiment
was being conducted for research purposes to
understand the human behavioral response to phishing.
Most of the population had previously taken courses in
the area of professional ethics in computers and network
security. None of the students had undergone training
on detecting phishing attacks. Prior to the experiment,
students were asked the following two simple questions:

»  How frequently do you visit the eBay website?
»  How frequently do you purchase items from eBay?

Based on their responses, the chart shown mn Fig. 4
was generated. Approximately 40% of the population
frequently visited the eBay website and approximately
30% frequently purchased items from eBay.

Experimental process: The idea behind the experiment
was to combine the social engineering aspect of phishing
with technical phishing methods. The experiment is an
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initial study of the behavioral aspects of internet users in
the Eastern Province of Saudi Arabia. Tt is different from
earlier research in the following ways:

*  Most plushing techniques utilize email as a formal
method of communicating with the user. In this
study,
approach. The plishing website was placed on the
desktop as an icon of the eBay logo

researchers utilize a computer-specific

*  The cultural aspects of Saudi students was a key
feature in this study; Saudi students highly respect
and trust their instructors. It can be argued that
students treat anything said by the instructor, being
in authority, as a fact, though more research needs to
be conducted to prove this statement

¢+ The use of e-Commerce in Saudi Arabia is still very
low and most users do not trust the system enough
to use online payment methods. Thus, general users
are not educated about phishing

The workflow of the experiment is shown in Fig. 5.
The 1dea belind this experiment was to host a fake eBay
login webpage similar to the real eBay login webpage on
a local server and paste a shortcut icon on the
desktop for users to click on. After the students

801 m Frequenlty

701 @ Less frequently
o 60
2 50
§ 40
5 30
= 20
10
0 T E— |
How frequently do you How frequently do you
visit eBay website? purchase items from eBay?
Response
Fig. 4: Response to questions 1 and 2

access the fake webpage, they simply enter their
username and password and click the login button. After
clicking the login button, the user 1s redirected to the real
eBay login webpage on the internet where the students
are asked to reenter their username and password. In this
example, a fake eBay login page was designed and hosted
on a local server. To do this, researchers used ASP
scripting to design the fake eBay login webpage and
connected it to a database. A snapshot of the fake eBay
login webpage 1s shown in Fig. 6. The fake eBay webpage
contained the following major flaws:

»  The graphics quality of the security logo was not
good

»  The URL was not complete when compared with the
original eBay login website

»  The icon and jargon were changed

¢+  The SSL lock symbol is missing in the URL bar on
the fake eBay login webpage

On clicking the Sign in button, the deception page
redirects to the actual eBay login webpage. Thus, the user
gets confused and thinks that he could not log in during
the fuwst attempt However, the usemame and the
password already entered by the user have been saved in
the database.

After the participants
information and it 18 saved in the database, the attack is

enter their confidential

complete and successful. After the completion of the
experiment, the participants were informed about the
purpose of the experiment and were advised to change the
confidential information that was revealed during this
experiment.

After the
conducted, the students were asked the followmng

Behavioral response: experiment was

A shortcut
internet explorer
icon was placed
on the desktop.

The students

>

on a local server

The students were
redirected to the
phishing eBay
website that was
hosted on the local

wee instructed After clicking server. The students | After clicking on eBay website,
to click on the on the shortcut filled in their the sign in button the .students were
shortcut icon icon on the username and redirected to the
which redirected desktop password and original eBay
them to a phishing clicked on the login webpage
eBay login sign-in button. which ask them
webpage that The username and to log in again
was hosted

password were
saved in a database

After clicking on
the sign-in button
on the phishing

——

Fig. 5: Workflow of the experiment
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Fig. 6: Snapshot of the fake eBay login page designed to launch a deception attack

questions about the phishing webpage they had visited 188 B Yes
and they had to respond with an answer of yes, no or not 9 8 BNo
sure (Fig. 7): g9 B Not sure
2 40

. & 30
¢+ Q.1 Does the webpage appear to be genuine? %8
* Q.2 Are the graphics and fonts of low quality? 0 . o T N . = .
* (.3 1s the URL correct? ‘OQ%%\Q@. & o &

L& & N 006
O Qé%ﬁ & &
Over 90% of the population surveyed thought that Q°°Z,L§‘° NN &

the webpage appeared genuine and <10% thought the ~ Vi\o&% A
graphics and font were low quality. Only 5% of the Response

population surveyed noted that the URL was incorrect.

Additionally, the students were asked the followmg Fig. 7: Responses about the deception website
questions after the experiment was completed about the
fact that they were redirected to the genuine eBay

webpage after their first attempt to log in (Fig. 8): ig_ ::\(IZS
O Not sure
* Q.1 Do you think it was just a server error? :g:
* (0.2 Did anything seems suspicious? 20-
* (0.3 Will you change your password just to remain 104
secure? 0 . .
\“q;j(\
Fa

704

Percentage

& $ &
i ; ; ; o > S & ‘@\S\‘f“
With regard to being redirected again to the original &\sk-‘@é @Q%OQ;‘- 40\»‘;4@« e}»"@
. . . . A& o )
eBay website to log in after already attempting to log in S b@\é‘g} QS\‘Q@ o
. . . . R SN
on the phishing website, approximately 60% of the Qo.\\,c}q’ o @ 4,0\;@@
population responded that this occurred because of a
Response

server error. Approximately 35% thought that this process
seemed suspicious, yet only 10% of the population Fig. 8: Response to the phishing website
thought that the webpage was not genuine and that the

graphics were low quality. This has to do with human  if anything seemed suspicious?, making them wonder why
nature and behavior: the participants were asked directly  the question was asked in the first place and increasing
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the mumber of Yes answers. This corresponds with the
fact that approximately 30% of the population answered
Yes to whether they would change their passwords.
These are the same 30% who started suspecting the
nature of the experiment from the questions asked.

RESULTS

Despite the fact that some users were frequent users
of eBay, the results show that over 90% of the population
thought the fake eBay webpage was genuine; 80% of the
population responded that the graphics and fonts of
the fake eBay webpage were genuine. Only 5% of the
population noted that the URL was incorrect for the fake
eBay webpage.

After the experiment was conducted and the students
had reentered their username and password on the real
eBay login webpage, the students were again questioned
about the process. In response, 60% of the population
responded that it was just a server error. Only 35% of the
population thought something was suspicious about the
website. Approximately 50% of the population responded
that they would not change their password even after
interviewing them and asking a question about the
experiment that might raise doubts.

The fake eBay webpage contained flaws deliberately
designed to study the behavioral aspect of users. The
result based on the above finding clearly indicates that
normal users were not concerned about identifying the
flaws described.

CONCLUSION

The following conclusions can be made based on the
above experiment:

¢ Users judge a website based on the look and feel
rather than the security features and legitimacy

*  Users do not pay attention to the icons and jargon
on the webpage

* Users, even those aware of plushing are not
educated about the methods used to detect phishing
websites

¢ Users tend to pay less attention to the website and
its features when the phishing is combined with
social engineering (in this case, instructions coming
from a trusted instructor)

¢ Users will suspect a phishing attack only after the
fact and when directly asked questions that make
them suspicious (Dhamija et al., 2006, Downs et al.,
2006, Wu et al., 2006)
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LIMITATIONS

¢  The study was only conducted on a population of
male students

¢  The study was conducted on a population between
the ages of 18 and 24 years old

»  The students were not given traimng on phishing
websites which might have yielded different results

»  The study does not categorize the behavior of the
users in a real-world phishing scenario

RECOMMENDATIONS

Educating users on phishing techmiques 1s an
important aspect of internet security. If users are educated
about plushing, it can help them understand the different
methods used to judge whether a website is a legitimate
site or a phishing site. Therefore, the potential for future
research 1n this area 18 significant. The study will be
expanded to a larger geographical area and will use a
larger population including both males and females. It
will also include other phishing techniques. In addition,
the future research will mclude a comparnison of the
behavior of educated about phishing and
techniques used to detect phishing with a population

users

that has not been educated about phishing and phishing
detection.
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