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Abstract: Game theory 1s a mathematical framework that describes the occurrence of conflict and cooperation
between decision makers. Recently, game theory provides an insight into approaches for optunization to
enhancing security for Wireless Sensor Networks (WSNs). Reaching an agreement becomes an optimization
problem in clustering process. Players in a bargaining problem bargain for the objective as a whole at a
particular mstant. The problem divided into parts of the whole objective become subject to bargaimng during
different stages. Each player prefers to reach an agreement in these games. A player with an agreement alone
allowed to clustering process. Otherwise, a player who not reaches an agreement is considered as malicious.
This scheme is not allowed the malicious nodes to participate in clustering process. Bargaining solution is
mvolved while each player agreement favour their interest. In bargaining game theory, mdividual player make
their decisions 1s sufficient for predicting an agreement results in providing efficient clustering process in
WSNs. An agreement has been represented by utility function.
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INTRODUCTION

The characteristics of WSNs are desirable features
for various application areas for remote sensing,
detecting, tracking and monitoring. Wireless networks
force the security challenges to network designers that
degrade the network performance. Various attacks are
vulnerability by arbitrarily neglecting to route some
messages. It is very much essential to design the WSNs
to achieve objectives such as maximum coverage of field
with help of clustering. Game theory approaches play a
vital role m cluster based routing (Koltsidas and Pavlidou,
2011; Huand Shen, 2010) and network design (Kim, 2014)
i Ad-hoc networks. In order to achieve malicious-free
WSNs, Game theory (Machado and Tekinay, 2008) is a
pretty solution to accomplish the security design Game
theory (Shi et al, 2012) describes the behavior of
players in a game. Players may be either cooperates or
non-cooperative while motivates to maximize their
outcomes in the game. The WSNs security (Shen ef al,
2011) is challenging duo to limited capabilities of sensors.
The attack-defend m WSNs security solved by game
theory in which interactions among strategies of players.
A malicious node in WSNs drops messages whule
involving dynamic routing process. Such a node should
be neglect from the networks to mmprove the packet
delivery ratio. Recently, various game theory models
such as non-cooperative game model (Dai ef af., 2011).
Evolutionary game-based data aggregation model

825

(Lin et al, 2011; Ma and Krings, 2011) and
repeated-game theory of cooperative model (Liu et al.,
2010) are applied to enhance energy-efficiency (Mehta
and Kwale, 2010), power control (Sengupta et al., 2010),
packet forwarding (Zhao and Shi, 2010) and improving
cooperation (Ng and Seah, 2010).

We use bargaiming game model for the purpose of
ensuring security in WSNs. Tt optimizes sensor’s decision
making process m forwarding data packets when they
received. The goal of the bargaimng game theory
provides an optimal strategy for reaching an agreement in
clustering process. We design a Secure Cluster-based
Routing Scheme using Bargaining Game model (SCRS-BG)
in W3Ns for enhancing secure routing. Tts goal is to
prevent malicious node m invelving forming cluster
process in the network. Differently, from the above
literature schemes, this research reveals the best cutcome
to reduce activities of malicious nodes. The contributions
of this research are summarized as follows: first, we
formulate the bargaining game for clustering problem
statement in the network. To use axiomatic approach for
finding, the best outcome of the strategic profile for reach
an agreement. Then, Nash bargaimng solution 1s used to
solve the optimization problem related to players reached
an agreement in the clustering process. Through
extensive simulation results, we evaluate the performance
of the proposed SCRS-BG. The results show that the
SCRS-BG outperforms in terms of detection accuracy and
success defense rate.
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Literature review: Security is a key parameter in WSNs
for remote environments that cause various threats to
consistent network operation. In general, a node that acts
selfishly drops the packets to degrade the network
performance. Tt is essential to selfish nodes need to be
isolated from the networks with low reputation. Game
theory approaches (Renita and Sirin, 2008) can be applied
to optimize network performance by exploiting the
distributed decision making capabilities of WSNs. Game
theory (Barcelo et «al, 2011) has been applied in
contention free schemes to consume energy by
diminishing collisions.

Malawski (2013) and Asadi et al. (2013) proposed a
Game-Theoretic Approach to Security and Power
Conservation (GT-SPC) m WSNs. Nodes in WSNs
accomplish the optimization their decision making based
on game theory. Defining a suitable cost and profit to
routing and forwarding incoming packets and keeping a
history of experiences with non-cooperating nodes drives
malicious nodes out of the wireless sensor network.
Boudia et al. (2015) proposed a homomorphic encryption
scheme and aggregate MAC to provide the end-to-end
confidentiality and integrity. The scheme employs stateful
public key encryption to provide an efficient security.
This scheme does not enforce any bound on the
aggregation function. Security risk (Tirasek, 2012) is an
area that 1s constantly moving to respond to new threats,
standards and technologies.

Kaliappan and Paramasivan (2015) used a dynamic
bayesian signalling game to reveal the best actions of
mndividual strategy to mimimize the utilities of malicious
nodes m MANETs by analyzing strategy profiles for
regular and malicious nodes. used a belief-updating
system to update a node’s belief in terms of action
chosen, message sent and strategy chosen. A regular
node m the network periodically follows the belief-update
process for its private information; it then chooses a
probability to cooperate with its neighbouring node.

Xu et al. (2013) proposed game-theory based
clustering approach for WSNs. A game-theoretic model 1s
built for Cluster Head (CH) selection. This scheme
adopts data replication to reduce possible network
disconnection. The selection of a candidate CH 1s
discussed under a second price sealed auction
Agah et al (2006) proposed a scheme for detecting
passive Denial of Service (DoS) attacks by malicious
nodes m the network. The researchers surveyed game
theory mechanisms at the network layer between
malicious nodes that do not forward other packets and an
intrusion detector residing at the base station. Malicious
nodes in this research are those nodes that selfishly do
not forward incoming packets. The game formulations in
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(McCune et al., 2005) where an attacker turns nodes
malicious and prevents them from letting broadcast
messages reach other nodes in the network. The mntrusion
detector momtors WSN of N nodes and detects attacks
by malicious nodes by keeping track of collaboration of
nodes which accumulates into reputation ratings for a
node over time. They model this scenario as a repeated
game where the IDS use the history of nodes’
collaboration to determine paths comprising of malicious
nodes. The game is played as a non-cooperative N-player
game between N nodes 1 the WSN and an IDS residing
at the BS. Antoniades et al. (2003) introduced local max
with no overlap algorithm to strategies for improvement of
Pursuit-evasion games. The performance of the local-max
and global-max strategies can be improved by avoiding
overlap between the sensing regions of pursuers. This
reduction in incentives forces pursuers to choose
strategies to move to un-sensed locations to detect the
evaders.

Shamshirband et al. (2014) proposed cooperative
Game Theory-based Fuzzy Q-Learning (GT-FQL) for
WSNs. It is a three player strategy game consisting of
sink nodes, a base station and an attacker. The game
performs at any time a victim node in the network receives
a flooding packet as a DoS attack beyond a specific alarm
event in WS3Ns. Zhu et al. (2012) described a collaborative
intrusion detection system to analyze an incentive based
resource allocation problem. It needs enough credits to
detect malicious nodes, otherwise, it drops the packets.
Marlkus studied an infinitely repeated discounted game in
which a player perfectly observes any other player’s
action choice with a fixed and fimite delay. This game
has no pure strategy Nash Equilibrium. Marcin introduced
a procedural value for cooperative games to determine the
sharing marginal contributions to coalitions that formed
by players joiung in random order. It allows false data
injection into networks by compromised insiders
eavesdropping data transmission.

Hameed and Slinko (2015) characterized roughly
weighted hierarchical games. It used secure secret sharing
schemes to be defined on these games as access
structures. Tt shows that hierarchical games are rather far
from weighted and even roughly weighted games.
Shapley value 1s used as a solution of the cooperative
allocation game. Hao et al. (2014) proposed a Joint
Channel Allocation and Power Control Game model that
considered a best response strategy to improve the
convergence speed in the network. Balkenborg et al.
(2015)  presented  the  refined  best-response
correspondence of a game. This scheme is derived from
the origmal game by reducing the payoff by a small
amount for all pure strategies that are weakly inferior.
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Weakly inferior strategies for two-player games are pure
strategies that are either weakly dominated or are
equivalent to a proper mixture of pure strategies. Fixed
points of the refined bestresponse correspondence are
not equivalent to any known Nash equilibrium refinement.
A class of simple communication games demonstrates
the usefulness and mtuitive appeal of the refined
best-response correspondence. Miao and Xu (2013)
presented cooperative coalitional game that provides a
power control solution based on the trade-off between
energy efficiency and end-to-end delay. This scheme
achieves a fair distribution of the total cost among
sources. [t is observed that the additional energy cost
function and the delay cost function are continuously
differentiable. Each source node seeks to mimimize, its
utility function of discounted sum of transmission
power increase cost and source-to-sink delay cost.
Anithaashri and Baskaran (2012) determined the action for
a player in multi-player game environment with the mixed
strategy. The utility function can be obtamed with the
player’s preferences over the game of possible outcomes
while the problem is a game with mixed strategies. Finally,
the Nash equilibrium 1s computed and best-response
strategies for the players such as admimstrator and
attacker are found.

MATERIALS AND METHODS

The clustering in WSN is described as bargaining
problems that represent situations in which there is a
conflict of interest about agreements, mdividuals have the
possibility of concluding a mutually beneficial agreement
and no agreement may be imposed on any individual
without lus approval. In this approach, the sensor node
who involved in forming cluster must reach an agreement
that 1s formulated by a bargaining game approach. We
assume that nodes with not reach an agreement is
considered as malicious. The strategic or non-cooperative
mechanism entails clearly modeling the bargaimng game
process.

A bargaining game is formulated as BG = <n; a; u>
where ni 1s the set of decision makers (sensor nodes), ai
is the player’s action and {ui} is the utility functions that
each player 1 wishes to maximize.

Bargaining model allows two players to offer
alternating proposals indefimtely and it assumes that
fuhwe payoffs of players 1-2 are discounted by
8,, 8,€(0, 1). It provides alternate offers for stationary
xstrategy profile that is a sub-game perfect equilibrium for
this game. The &, is the discount factor. Player 1 proposes
and accepts offer y if and only if, y>y,>. Player 2
proposes and accepts offer x if and only 1if, x>x:
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It clearly shows that an agreement 15 reached
immediately for any values of &, and &, To gain more
isight mto the resulting allocation, assume for simplicity
that. If player 1 moves first, the division will be 1/1+8,
8/14+0 and if player 2 moves first, the division will be
8/1+6, 1/14+D. The Frst Mover’s Advantage (FMA) is
clearly related to the impatience of the players related to
discount factor. Now, the discount factor 1s derived from
some interest rates r; and r,. If -1, the FMA disappears
and the outcome tends to (1/2, 1\2) If 8-> O, the FMA
dominates and the outcome tends to (1, 0):
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In bargaimng game model, an axiomatic approach 1s
used to mvolve the details process of bargaming and
considers only the set of outcomes or agreements that
satisfy “reasonable” properties.

For example, suppose 2 players must split one
unit of a good. If no agreement 1s reached then players do
not receive anything. Preferences are identical. Tt is
expected to players to agree or pareto efficiency and each
to obtain half or symmetry. This scheme use X to denote
set of possible agreements and D to denote the
disagreement outcome. It general scenario 13 expressed
as follows:

(6)

X%,

,D=(0,0)

X:{(

)‘X1 +x,=1% > 0}
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Pareto efficiency of bargaining solution f (11, d) is
Pareto efficient if there does not exist a (V,, V)€U such
that V> (U, d)and V=1, (U, D) for some i. An inefficient
outcome 1s unlikely, smce 1t leaves space for
renegotiation. Symmetry of bargaining solution (17, d) be
such that (V, V,)eU if and only 1f (V,, V)€U and d1 = d2.
Then f, (U, D) = f, (U, D) If the players are
indistinguishable, the agreement should not discriminate
between them. Fach player i has preferences that
represented by a utility function u; over xud. The set of
possible payofts by set U defined by:

(v,.v, )|111 (x)=v.v,(x)=

v, forsomex e X

U= (7

d ®)

(111 (D).u, (D))

A bargaining problem is a pair (U, d) where UUR® and
del. We assume that U is a convex and compact set.
There exists some velU such that v=d (v>d, for all 1).
Utility functions are only representation of preferences
over outcomes. A transformation of the utility function
that maintains the some ordering over preferences such as
a linear transformation should not alter the outcome of the
bargaining process.

Nash bargaining solution: Nash bargaining solution
solves the optumization problem related to players reached
an agreement in the clustering process. A pair of payoffs
(vl, v2) 1s a Nash bargaiming solution to solve the
optimization problem. Tt expressed by Eq. 9:

rnax

(v —d,}(v, —d,) Subjectedto
(v,v,)eU.(v,.v,)=(d,.4,)

@)

The Nash bargaining solution is denoted by ' (U, d).
An optimal solution exists in set U that compact and the
objective function of problem 18 continuous. The
objective function of problem is strictly quasi-concave
that represents a umique optimal selution. Nash
bargaining solution ¥ (U, d) is the unique bargaining
solution that satisfies the 4 axioms.

Proof: The proof has 2 steps. We first prove that Nash
bargaining solution satisfies the 4 axioms. We then show

that if a bargaining solution satisfies the 4axioms, it must
be equal to ' (U, d).

Step 1; Pareto efficiency: This follows immediately from
the fact that the objective function of problem is
increasing n v, and v,.
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Symmetry: Assume thatd, =d, Letv = (v,, v,) = (U, d)
be the Nash bargaining solution. Then, it can be seen that
(v, v,) is also an optimal solution of that problem. By the
uniqueness of the optimal solution, we must have v, = v,,
therefore, £, (U, d)=£," (U, d).

Independence of irrelevant alternatives: Let UcU.
From the optimization problem characterization of the
Nash bargaimning solution, it follows that the objective
function value at the solution {* (U, d) is greater than or
equal to that at I (U, d). If ¥ (U, d)eU, then the cbjective
function values must be equal, It reveals that the ' (U, d)
is optimal for U and by uniqueness of the sclution ' (U,
d ' (U, d)). Invariance to equivalent payoff
representations provides f' (U, d) that is an optimal
solution of the problem.

Step 2: Let £ (U, d) be a bargaining solution satisfying the
4 axioms. We prove that f (U, &)= ' (U, d). Let z= 1" (U, )
and define the set:

av+fjve Uaz+B=
1

U= 1
2’2

(10)

—,—

]-,a'd+ﬁ=(o,o)'

We map the pomt z to (1/2, 1/2) and the pomt
dto (0, 0). Since, (U, d) and £ (U, d) beth satisfy axiom
3 (mvariance to equivalent payoff representations), we
have { (U, dy={"(U, d) ifand only if £ (U, 0) = £ (U, d) =
(1/2, 1/2). Hence to establish the desired claim, it is
sufficient to prove that:

Since U' 13 bounded, we can find a rectangle U’
symmetric with respect to the line v, = v, such that 171"
and (1/2, 1/2) is on the boundary of U". By Axioms 1 and
2, £ (U, 0y =(1/2,1/2). By Axiom 4, since TTcU", we have
(U, 0)=(1/2, 1/2) completing the proof.

The variant of the bargaining game with alternating
offers with and Nash’s axiomatic model yield the optimal
outcome. A node with not reaching an agreement is

1

, (1)
22

f(U,0)=[

prevented m clustering process to enhance the network
security.

RESULTS AND DISCUSSION

The proposed scheme has been mmplemented in
Networle Simulator (NS2). The main objective of the
simulation was to enhance security i the clustering
process that prevents the malicious nodes. About 200
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sensor nodes were randomly deployed in a 1000x1000 m
area of mterest. The transmission range was 20 m. The
proposed SCRS-BG scheme forms the malicious-free
clusters in WSN to enhance the security.

The performance of the proposed scheme was
evaluated by comparing, it with the related GT-FQL and
GT-SPC schemes in terms of utility, packet drop ratio,
detection accuracy, number of alive nodes and cluster
overhead. The simulation results were studied by varying
the percentage of malicious nodes from 10-50% that may
caused packet drop attack and false claim. The GT-FQL
and GT-SPC schemes are aimed to enhance security by
using fuzzy leaming with game theory approach and
security and power conservation system, respectively.
The proposed SCRS-BG used bargaining game solution
that integrated with axiomatic mechanism to involve the
details process of bargaiming and considers only the set
of outcomes or agreements that satisfy “reasonable”
properties. It prevents packet drop attack and false claim
attack. This is significantly helpful to properly confine the
malicious nodes m the network. The proposed SCRS3-BG
scheme can effectively find and detect the different
anomalies like packet drop attack and false claim attack in
WSNs.

Packet drop ratio: Figure 1 shows the packet drop rates
over the simulation time. We see that as time goes on, the
packet drop rates of the related schemes GT-FQL and
GT-SPC. The proposed SCRS3-BG performed on less
packet drop ratio because, it uses bargaining solution to
prevent malicious nodes reach an agreement. This is
because the strategy ensures that the nodes in SCRS-BG
gain higher payoff. The GT-SPC has no defense
mechanism to encourage cooperative behaviors and
punish the nodes with false claim to participate in
clustering process. The proposed SCRS-BG maintained
lower packets drop ratio because false claim nodes in
entire clustering process are not allowed for routing where
as the GT-FQL and GT-SPC achieved higher paclket drop
about 29 and 40%, respectively. Figure 2 clearly shows
that the proposed SCRS3-BG takes less time to detect the
malicious node.

Utility: Utility represents the number for every possible
outcome of the player that motivates the players
mvolving better cooperation among others and prevent
false claim in clustering process. Utility functions are only
representation of preferences over outcomes that prevent
dropping packets in routing process. In any situation at
least one player is able to maximize the expected payoff
through anticipating the responses to its actions. In
SCRS-BG scheme, players are indistinguishable and the
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Fig. 2: Utility of nodes

agreement should not discrimiate between them.
Figure 2 show that the proposed SCRS-BG scheme has
more utility about 88% that maximize the cooperation
among the nodes. The related schemes GT-FQL and
GT-SPC have less utility value that shows they did not
perform well in the presence of malicious nodes and they
carmnot choose a route to forward packets for others.

Figure 2 clearly noticed that a node’s utility is high
when it follows the bargaiming solution. A transformation
of the utility function that maintains the some ordering
over preferences such as a linear transformation should
not alter the outcome of the bargaining process. This is
because nodes get more chance to reach an agreement to
make clusters.

Detection accuracy: Figure 3 shows the detection
accuracy of proposed SCRS-BG and related schemes
GT-FQL and GT-SPC. Tt is clearly marked that the
SCRS3-BG with a Nash bargamning solution satisfies the 4
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axioms that provides an optimal solution of the problem of
reaching agreement. It can also be inferred that detection
accuracy per percentage of aftack is higher with the
SCRS-BG scheme than the other related GT-FQL and
GT-SPC schemes. At higher attack frequencies, the
proposed SCRS-BG scheme displays greater accuracy
ratio about 75% but the related schemes GFQI. and
IS-RS/PS has 62 and 45%, respectively because they
carmot be detected the malicious node effectively in
WSNs.

Number of alive nodes under attack: This experiment was
conducted to evaluate the performance of proposed
SCRS-BG scheme in terms of number of live nodes during
the simulation runtime. In the current run, the number of
sensor nodes was 100, Figure 4 displays the number of
live nodes for proposed scheme and related schemes
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throughout simulation rnntime about 1000s. Figure 4
clearly noticed that the number of live sensor nodes in the
proposed SCRS-BG method is significantly greater than
existing GT-FQL and GT-SPC schemes. However, the
proposed method gained the advantage of a successful
defense rate due to the higher percentage of malicious
nodes detected compared to related schemes. The
SCRS-BG maintains 60 live nodes against an attack in
comparison to 54 and 52 nodes for GT-FQL and GT-SPC,
respectively.

Cluster overhead: In this simulation, the cluster overhead
by the proposed SCRS-BG during packet drop attacks and
false clamm 1s evaluated. Figure 5 provides the comparison
between the proposed SCRS-BG scheme and existing
GT-FQL and GT-SPC schemes in terms of number of
routing packets (RTP) transferred in clustering process in
WSNs. It is noticed that the SCRS-BG maintained lower
clustering overhead about 973 RTP while varying the
number of nodes. The related GT-FQIL and GT-SPC
schemes generated higher routing packets about 1360
RTP and 1540 RTP, respectively due to arise of routing
overhead because of the number of cooperating players
1n the report 18 very large. In order to reduce the clustering
overhead, the SCRS3-BG used a Nash bargaming solution
to provide optimal outcome regarding nodes reaches
agreement in clustering process.

Routing latency: Figure 6 shows the routing latency for
three protocols when the number of malicious nodes
varied. Figure 6 was strong-minded that the performance
of the proposed scheme is more efficient than the related
GT-FQL and GT-SPC schemes. It was revealed that the
routing latency of the proposed SCRS-BG 1s 37 msec with
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50% malicious nodes in the network and 55 msec and
70 ms for GT-FQL and GT-SPC, respectively. When
simulating a network with 50% malicious nodes, the time
taken by the proposed SCRS-BG was 37 msec. The related
GT-FQL and GT-SPC schemes took more time for
forwarding packets because of more exchanges of routing
packets to enhance security. The SCRS-BG uses the Nash
bargaining solution in the Bargaining game model to reach
an agreement for involving clustering process. Only then
does, it allow nodes to send packets to theiwr neighbors
with mimimal overhead. Therefore, it provides secure
routing and enhances the performance of WSNs.
Simulation results show that the proposed SCRS-BG
exhibits fair detection ability for false claim and provides
the better detection performance than related GT-FQL and
GT-SPC schemes.

CONCLUSION

In order to enhance clustering,
mvestigated the impacts of applying bargaimng game
model on accuracy of malicious node detection in WSNs.
The bargaining game model incorporated in clustering
process with preventions of malicious nodes. In this
study, a novel bargaining game model was proposed to
encourage nodes to reach an agreement for clustering
process. It uses Nash bargaming solution strategy to
minimize the false claim of malicious nodes in clustering
process in WSNs. The proposed SCRS-BG scheme is
resistant to defend agamnst a packet drop attack that
enhances the security in WSNs. From the extensive
simulation, it has been clearly noticed that individual
player make their decisions is sufficient for predicting an
agreement to reduce false claim of nodes results in
providing efficient clustering process in WSNs. To the

best of our knowledge, this 1s the first research that uses

secure we
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the bargaining game model to prevent false claim and
packet drop attack in WSNs. Sunulation results show that
the proposed SCRS-BG scheme reveals better outcomes
than existing schemes. Future research direction is to use
this bargaining game approach in power conservation and
resource consumption with security.
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