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Abstract: The study present a new technique to unage encryption, by partitioming the images to 4*4 and 8*8
blocks, the proposed techmique of block replacement introduced by dividing the security key to four segment
and one bit from the mod of the segment is selected with it’s complement. The diagonal mappings of the bloclks
are used to reduce the regularity that can be occur through the blocks mapping process. The wavelet used as
a tool to deform the image histogram by converting the histogram of the image to two regions of black and
white, in order to remove the information from the image. The last stage of the proposed technique is to apply
the Cipher Block Chaining (CBC), which create fictitious information to the image histogram. The correlation
of two adjacent pixels 1s used to measure the degree of image adjacencies. The results showed that the original
image have adjacency about 90%, by the proposed technique of the image encryption of the adjacency reduced
to about 2%. The new technique applied to different sources and sizes of images and it gave good results.
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INTRODUCTION

The security of the digital images becomes important
since images can be attached through the transmission
over networks or Internet. Algorithms that are good for
textual data might not be suitable for multimedia data and,
primarily due to the relatively huge size of the images and
the nature of the image data itself.

Data redundancy and relationships
pixels are two main problems when dealing with image
encryption. There are several relationships between pixels
especlally between a pixel and its neighbors. Connectivity
between pixels 1s an 1important concept used in
establishing boundaries arias of objects and components
of regions in an image'™. The value of any given pixel can
be reasonably predicted from the wvalues of theiwr
neighbors. If there are some visible edges, then it can be
used in object recognition and scene interpretation.

Tt is well-known that symmetric cipher systems have
some advantages for bulky encryption application™¥. One
of the most mmportant modes used with block ciphering 1s
the Cipher Block Chaining (CBC). Tt has some favorable
features for image encryption: (i) its suitable for file
encryptior, (11) the same block 1s encrypted to different
ciphered block, (u1) it achieves a lugh level of security.
The wavelet and a new method of mapping are used in
this study to increase the level of the image encryption.

between

316

Cipher Block Chaining Mode (CBC): There are several
ways of classifying cryptographic algorithms. One of
these is the Secret Key Cryptography: A single key is
used for both encryption and decryption. There are
several secret key cryptography schemes and they are
generally categorized as either stream ciphers or block
ciphers. Block ciphers can operate in one of the several
modes. One of the most important modes 15 the Cipher
Block Chaining (CBC) mode. This mode adds a feedback
mechanism to the encryption scheme: The previous
encrypted blocks are fed back into the encryption of the
current block. Mathematically, this looks like:

Clek(P1 ® C1+1) (1)
Decryption is done in the reverse order as follows:
Pi=C., & Dy(Ciy) (2)

Where;
C; and Pj; are the encryption and decryption of image
blocks.

E, and D, are the encryption and decryption
functions
Fig. 1 shows the (CBC) encryption and decryption block
diagrams. One of the most characteristics of this mode 1s
that it allows identical blocks to be encrypted to different
ciphered block. CBC 18 the best for encrypting files or
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a: CBC encryption

Fig. 1: Cipher Block Chaining (CBC)

a: Original image
Fig. 2: Lena image and its encryption

messages of length greater than 64 bits. Because of its
use to achieve confidentiality, it can be used for
authentication. The main drawback of this mode comes
from 1t’s error propagation. An error in a plain block will
affect the comresponding ciphered block and all
subsequent ciphered block. Tn addition, the encryption of
each ciphered block depends on its corresponding plain
block and all it’s subsequent blocks™.

Figure 2 shows the result of image encryption using
the CBC, the result of encryption of this mode is very
weak due to the residual mformation from the original
image. Where there are some visible edges, these enable
the attacker to recognize the image. The new techmique
will be applied by using wavelet and image block mapping
will increase the level of encryption as will be shown in
the study.

Wavelets: A wavelet is a small wave, which has its energy
concentrated in time. It 1s an orthogonal function which
can be applied toa finite set of data in order to separate
parts of a signal that overlaps m both time and
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b: CBC decryption

b: Ciphered image by CBC mode

frequency”. It has the ability to split a signal mto two
components. One of these components, named H for
smooth or low-pass band, contains useful and large scale
of information and gives more useful information about
the desired signal (looks like the original signal). The
other component, named G for detail or high-pass band,
contains the local noise or undesired signals which will be
zero or almost zerol®.

There are many wavelets defined on rows of samples.
For image processing we use a wavelet works on the two
dimensional grid The Mallat algorithm 18 a
computationally efficient method of implementing the
wavelet transforms™.  The one-dimensional wavelet
transform can be viewed as an application of pair of filters
H and G. Each filter creates an output matrix of a half
length of the original one. The low-pass band is produced
by the H filter function by computing the average of every
two samples as follows:
Whereas the ligh-pass band 1s produced by the G filter
by computing the difference of every two samples
asWhere ¢ are the coefficients, fis the mput function
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Fig. 3: The wavelet level bands
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a and b are the output functions. It's expected that the
output of G filter contamms less information than that of H
filter. To reconstruct the original matrix, the inverse low-
pass filter is applied to the low-pass band as follows:

N/2

f;¥ =3 ey jai, j=1 ®)
i1

Whereas the inverse high-pass filter is applied to the
high-pass band as follows:

H N2 j+1 :
£;7 =2 D by ]
i

©

The original matrix is reconstructed by the sum of
imnverse low-pass and inverse high-pass outputs:
F=f+], ¢
The two-dimensional wavelet transform of an image
can be performed by the one-dimensional transform on
the columns, followed by the one-dimensional transform
on the rows™. Bach implementation of the filters creates
four bands labeled by: LL, LH, HL and HH as shown in
the Fig 3a. Because the smooth signal (LI band) is again
a continuous signal, it's possible to repeat the whole work
agam and agam until its dimensions are smaller than some
threshold, resulting in a hierarchy of bands as shown in
Fig. 3b. Applying this transform for the first time is called
level 1. Applying it again on LI, band is called level 2 and
$O OIL

Block mapping algorithm: The encrypted image looses
its logical context and object edges. Tn other words, there
15 no possibility to obtain some useful information about
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Fig. 4: The main steps of the proposed algorithm

the plain image by only observing the ciphered image, to
increase the degree of encryption, the developed
algorithm will be implemented by the following steps (as
shown in Fig. 4);

1. Block mapping process
2. Wavelet process
3.  Encryption process

Block mapping process: The main purpose of this step 1s
to break down the existing relations and connectivity
between pixels as much as possible, in order to reduce the
relationship between the pixels adjacencies. The main idea
of this process is to divide an image into K of blocks
(K=2"*2"" where m = 1, 2, 3 ...). These blocks are
rearranged in a way that will be depended on the used key
to keep a new block distribution. Using different keys will
result m different arrangements. This process consists
from the following steps:
1- Divide the used key into a set of divisions (D,
D,, D, ....); From each division D, a bit is selected where
D, consists of 1, of bits, we need to select a number of bits
from the key to label a number of blocks (k). For example:
ifthe used key 15 (11110101 11010111 10110011 10101001)
and the image will be divided to 16 blocks, then 4 bits will
generate the 16 label to each block. Hence, the key is
divided into 4 parts of 8 bit each. A bit will be selected
from the following: D,=10101001, D,=10110011,
D,=11010111 and D,=11110101 where |, =8 bits.
2- Select the 'th bit b; from D;; the bit selected by;
1-1 = decimal number of(D,) mod 1, (8
The complement of each selected bit 15 computed.
The first element of the vector V, is the selected bit b,
whereas, the second element is it’s complement b, For
example: in the case of D= (10101001),=(169),, and (169
mod 8)=1. This means that the first element of V| 1s the
2% bit of the division I, which is 0, whereas, the second
bit of the vector V,is the complement which is (1). Tn other
words, V,=[0,1]. By the same procedure, we will get the
V,=[0,1], V,=[1,0] and V,=[1,0]. This illustrated n Fig. 5.
3-Construct K different all
combinations of the elements of each vector V, a

ir

numbers; from
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Key= 11110101 11010111 10110011 10101001
D,=11110101 D,=11010111 D,= 10110011 D, =10101001
(11110101), = (245),, (11010111}, = (215),, {10110011), =(179),, (10101001}, = (169),,
245 mod 8=5 215 mod 8=7 179 mod 8=3 169 mod 8=1
77 7 77 77
6 6 6 6
5 5 5 5
4 4 4 4
3 3 3 3
2 2 2 2
1 1 1 1
0 1] 0 0
1 1 1 1
1 1 0 0
1 0 1 1
1 1 1 0
0 0 0 1
1 1 0 0
0 1 1 0
1 1 1 1
V,[0]=1, V,[1]=0 V,[01=1, ¥, [1]=0 V,[01=0,¥,[1]=1 V,[0]=0, ¥, [1]F1

Fig. 5. Generating the vector V, from D,

Generated number
(Block mumber in

12 4 |glo
the original order)

14 |6

10 2

15 7 1 3

sequence number
(Block number in 0 11213 4 5 6 |7
the new order)

10 11 12 13 14 15

Fig. 6: The mapping between the generated number and it’s sequence number

new number s

algorithm:

generated using the following

fori= V[0] to V|[1]
for j =V,[0] to V,[1]
for m = V,[0] to V,[1]
forn= V,[0] to V1]

Compute the decimal number from the evaluation
of (n | m | 1)

The generated mumbers represents the label order of
each block in the original order of the image. The
sequence in which these numbers are generated is
important and must be kept. Tt represents the new
locations to which block of the original order will be
mapped. This 15 shown mn Fig. 6.

4-Block Mapping;, This is done according to the
order derived in step 3. If the mapping are labeled
horizontally as shown mn Fig. 7a, then there will be some
regularity after moving blocks according to the mapping
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order declared in Iig. 6. For example: as shown in Fig. 7b,
each address number in the column i is greater than the
address number in the column 1+2 by 4 (for the same row).
Also, each address number in row j 1s greater than the
address number in row j+2 by 1 (for the same column).

To remove this kind of regularity, locations in the
original data file are numbered diagonally as shown
mFig. &

Fig. 9a shows the results of mapping, when this
approach is applied to Lena image when, K = 16 (4x4)
segments, Fig. 9b shows the image when, K = 64 (8x8)
segments.

Applying wavelet transform: The main purpose of using
wavelet transform 1s to use i1t’s ability to separate image
data mto two parts: low-pass band and high-pass band.
This feature can be used as a means of encryption which
will deform the histogram of the image. The main defect of
using this transform 1s that the low-pass band contains
useful and large scale of mnformation and gives more
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a: Block labels to the image data diagonally

Fig. 8: Block labeling without regularity

a: Lenaimage dividedinto 16 (4x4) segments
Fig. 9: Image mapping

useful information about the desired signal (looks like the
original gignal).

When applying levell of this transform for a first time
(Fig. 10a, the signal iz separated into two bands and the
image ig divided into 4 divizions. By applying the same
transform on each previous division for a next time
(Fig. 10b, the scale between the two bands increases and
most of the gray level values concenirated at the end
points. When applying the transform for a third time on
each of the previous divizions, the two bands are
extremely separated (Fig. 10c. It looks like that the image
congists only from black and white data.

Encryption using chc mode: Theimage now is ready tobe
encrypted using CBC mode. For simplicity, the XOR
algorithm iz used in the encryption algorithm.. When
using this mode, the same plain blocks are encoded to
different ciphered blocks using the same key. But, it may
be noted that the difference between the ciphered blocks
ig too small. This means that they are almost have the
same gray level.
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b: The new order with out regularity

b- Lena image divided into 64 (8x8) segments

It's important that the encrypted image loozes its
logical context and edges that corresponded with object
borders which are very important for object recognition
and scene interpretation. In other words, there iz no
possibility to obtain any useful information about the
plain image, by only observing the ciphered image.
Fig. 11b shows the encrypted image when applying the
CBC to the image of 4x4 segments and Fig. 11¢ shows the
encryption to the 8x8 segments. The histogram of the
encrypted image show that there are a fictitious object
generated to thiz image, thiz will give a high level of
encryption, where the hacker sense that there are some
objects in the image, but thiz iz not true.

Security analysis: The experimental results showed that
the proposed algorithm has a good effect on security level
in a way that it does not contain any useful information
about the plane image. The proposed scheme has very
good confusion and diffusion properties. The mapping
step plays a main role in doing diffusi on, whereas, wavelet
transform plays a main role in doing confusion. Since
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a: Applying wavelet transform b: Applying wavelet transform c: Applying wavelet transform
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Fig 10: Applying wavelet to the mapping image in Fig. 9b
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a: Lena image before encryption b: Encryption to 4*4 segmentation c: Encryption to 8%¥8 segmentation
image after applying CBC mode image after applying CBC mode

Fig. 11: Encryption by applying CBC mode to the different image segments

many kinds of ciphers can be solved or tested by
statistical analysis, we use the comrelation between
adjacent pixels to test the security level of the propozed

pixels variables X and Y. The linear correlation coefficient,
1. is defined by;

algorithm.
=| & , ..(9)
The Correlation between adjacent pixels, used to ! | XY/ SXXSYY'
measure the strength of the linear relationship between Where;
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Table 1: Adjacent correlation results
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Percentage (%6) of

Percentage (%0) of

Percentage (%6) of

Percentage (%6) of

Image Correlation original image image correlation image correlation correlation after
segments direction correlation after block mapping after applying wavelet image encryption
Axd Hoarizontal neighbors 88.3 0.3 5.50 214

Vertical neighbors 95.0 02 32.8 0.80

Diagonal neighbors 86.9 1.9 173 0.17
Tmage Correlation Original Tmage after Tmage after After image
segments direction image block mapping applying wavelet encryption
8x8 Horizontal neighbors 88.3 19.5 1.20 2.03

Vertical neighbors 935.0 14.4 277 2.70

Diagonal neighbors 86.9 18.0 0.60 2,90

Sy = 2xy -~ (X)X y)/n,
S, = Yxf - (Xx*)/n,
Syy =2y - (Xy)*/n

x and y are gray scale values of two adjacent pixels in the
image. The two variables (pixels) can be any two vertically
adjacent pixels, two horizontally adjacent pixels and two
diagonally adjacent pixels. For any pixel Ali][j]. the
adjacent vertical pixel is A[i][j+] ], the adjacent horizontal
pixel is A[i+1][j], the adjacent diagonal pixel is A[i+1][j+1]
foriandj=1, 2, ....N-2. Table (1) shows the results of
computing horizontal, vertical and diagonal coefficient
correlation values before and after applying each step of
the proposed algorithm. Tt's clear that the mapping step
plays a main role in decreasing the correlation between
pixels. For this point, we could consider the mapping
process as a method of image de-correlation. Tn general,
the correlation extremely decreases from approximately
88% for horizontal neighbor pixels, 95% for vertical
neighbor pixels and from 87% for diagonal neighbor
pixels, to values approximately less than 2%.

CONCLUSION

This study represents a new technique of image
encryption by introducing the mapping technique, which
is constructed by dividing the image to segments of 4*4
or 16*16 segments, a new method of mapping introduced
in order to decrease the adjacency between image pixels,
the results showed that the adjacency will be less than 2%
after encryption. The wavelet is used to deformation the
histogram of the image to separate the information to two
bands black and white, which remove all the information.
The CBC encryption mode applying to redistributed the
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image information and creating a factitious objects, which
are appear to the hackers as an indication to the hacker as
an objects, but really they are false data.

The proposed scheme has very good confusion and
diffusion properties such that it will not be possible to
obtain some useful information about the plam image by
only observing the ciphered image, as well as the
technique used have lugh level of complexity, which 1s
not easy to decrypt by hackers. .
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