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Abstract: Mobile cloud computing is a new technology that offers many advantages over the traditional or
distrusted information systems. Advantages such as accessibility, availability, reduce the costs of information
systems and centralization processes are lead to increase the importance of adopts the mobile cloud computing
by the organizations. To gain the full benefits of mobile cloud computing, the public deployment approach
would be adopted. The security and privacy challenges of the public mobile cloud computing are still and
issues due to data gathering via. wireless network. This study aims to investigate the security and privacy
methods that could be utilized to enhance the protections performance of the services and data of public mobile
cloud computing. The document analysis based on the systematic review of literature is conducted to address
the main aim of this study. The data source of this study 1s databases of three high impact journals, Science
Direct, Web of Science and Scopus. By using systematic taxonomy search on the published articles
in last 5 yeasr, 25 related works are retrieved. The findings of this study are constructed based on the critical
review of the retrieved related works. The sigmficant results show that the security methods should be utilized
at three layers of public mobile cloud computing, cloud layer, wireless connection layer and mobile device layer.
The privacy methods are only involve the mobile device layer of public mobile cloud computing. The
main security methods of mobile c¢loud computing are the data encryption, antivirus, firewall, offloading,
port-knocking, transfer scheduling, speed data transfer and effective throughput transfer channels. The most
useful privacy methods of mobile cloud computing are the QR verification and SMS confirmation. Despite the
importance of the security and privacy of mobile cloud computing, to the best of our knowledge, there is not
any systematic or comprehensive review were conducted mn this domain to clarify the various security and
privacy methods based on the architecture of the public mobile cloud computing. This would represent a
research contribution. However, the main contribution of this study is the suggested model of the privacy and
security of public cloud computing based on the reviewed articles.
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INTRODUCTION

In lasts two decades, the importance of information
systems has been increased in various industries such as
education, healthcare and commercial (Rehman et al,
2017; Mircea and Andreescu, 2011). Information system
aims to reduce the expenses and time of accomplish
accurate working activities. Thus,
advantage of the orgamzation could be improved.
However, the development cost of traditional or

the competitive

distributed information system 13 expansive due to
necessity of develop information system for each
department in the organization. On the other hand, the
distributed information system may work based on

distributed databases which delay the information
sending/receiving between the various departments in the
organization.

To address the challenges of the distributed
information systems, the cloud computing systems were
developed. The cloud computing system can be defined
as the central technology mfrastructure that can be
used virtually by all departments in the organization
(Liaqat et al, 2017). Usually, the virtual teclmology
infrastructure is owned by external party and the
organization can reserve a part of these mfrastructure
based on the business nature of the organization.
For example, the organization can reserve 100 GB from the
cloud storage. Therefore, the costs of develop the
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information systems can be reduced because the
organization use the cloud infrastructure rather than
develop full insight information system.

Nowadays, Companies such as AMAZON and
Google are providing the cloud computing services for the
organizations in various industries. The cloud computing
services offer many advantages to the orgamzations such
as availability (use the services in any time), centralization
(the cloud database can be accessed and updated from
the any authentic employee in the organization),
reduce the physical expenses of the information system
(the storage and processes in the cloud) and reduce the
maintaining expenses of the information system (the cloud
owner responsible about the maintaining processes)
(Avram, 2014).

Mainly, the cloud computing technology classified as
three layers: Software as a Service (SaaS3) for users or
activities, Platform as a Services (PaaS) which the
operating system 1s deployed to manage the information
gathering between users and mfrastructures and
Infrastructure as a Service (TaaS) which include the
physical infrastructure of the cloud such as the processor,
storage and network (Madm et af., 2016).

On the other hand, there are three main deployment
approaches of cloud computing (Gustafsson and Orrgren,
2012; Zhang et al., 2010): public deployment approach,
whereby the cloud infrastructure is fully deployed online
by external party, private deployment approach which the
cloud mfrastructure 1s constructed in the orgamzation
environment and hybrid deployment approach which is
mixed between the private and public approaches. The full
gained benefits of the cloud computing technology can
be addressed through adopt the public deployment
approach. However, the main concern of this approach is
the data security and privacy. Public cloud computing
technology allows the data gathering between the users
and the cloud mfrastructure using onlne network, the
gathered information may attacked or stolen by strangers.
Thus, the data security and security are one of the
most mmportant 1ssues of the public cloud computing
(Rehman et ai., 2017).

In last few years, the concept of mobile cloud
computing has be defined as the online connection
between the users portable devices and the cloud
computing infrastructure. Mobile cloud computing
provide the accessibility benefit for the users or
organization in addition to various cloud computing
benefits. By using their mobile devices (such as PDA and
smartphone), the users can access the services from
anywhere (Saggi and Bhatia, 2015). However, the mobile
cloud computing still face the secwrity and privacy
challenge (Rehman e al., 2017). The wireless cormections
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Fig. 1. MCC layers (Akherfi et al., 2016)

of mobile cloud computing besides the online gathering
of the information increase the possibilities/scenarios of
the information attacking much easier.

Literature review: Mollah et al (2017) argued that the
security of Mobile Cloud Computing (MCC) is about
protect the data and services from the attacking whle 1s
the privacy is about assure that only the authorized users
that can access the data and services. The security and
privacy of MCC are integrated to assure the protection
performance of the data and services. This section
discusses the security and privacy methods that can be
utilized to protect the MCC data and services.

The security and privacy methods of MCC would be
discussed based on the MCC layer that explained by
Akherfl et al. (2016) and Donald ef af. (2013) mFig. la the
cloud layer, (Fig. 1b) the wireless comnection layer and
(Fig. 1¢) the mobile devices layer. The attacks on services
and data could be happen at the cloud layer which hosts
the services and data storages. The attacks on the data
could be happen at the connection layer which represents
the wireless data transfer charnmels between the cloud and
the mobile. The illegal accessing and data attacks can be
happened at the mobile device layer which represents the
portable devices that used by the users to accomplish the
services. Hence, the security methods involve the three
layers of the MCC while the privacy methods involve the
mobile layer.

Security methods of MCC: As explained in section 2, the
security methods are involve the three layers of MCC,
cloud, connection and mobile.

At the cloud layer the data encryption 1s the most
useful security methods to protect the services and data
from the attacks (Mollah et al., 2017). The encryption can
be conducted as one stage for all data and services i the
cloud storage or use multilevel encryption (such as
encrypt the services and data of each organization
separately, before re-encrypt all data in the public cloud
storage). The encryption methods that can be used in

4397



J. Eng. Applied Sci., 13 (12): 4396-4402, 2018

MCC are the watermark (for images), symmetric,
asymmetric (for text) and steganography (for various
format).

Anwar ef al (2017) suggested the encryption
based virtual MCC storages to increase the difficulty of
data attacking. This method is based on segment the
cloud into many virtual machines and storages and
the encryption of each wvirtual part i3 conducted
separately of other parts. Hence, the data encryption will
be more effective and faster and the attacker tries will not
success to attack the overall data and services i the
cloud.

Liaqat et al. (2017) explained that the encryption of
data and services of public MCC is costly either time or
money costs. Thus, the classifications of the data
services i the cloud will reduce the volume of the data
that need to be encrypted. On the other hand, the data
and services classification will increase the security
performance through give the opportunity to select fixable
security methods for less data volume. The classification
is based on classify the data and services as private and
public data. Hence, the public data not require security
processes while the security efforts should be focused on
the private data and services.

Another security method at the cloud layer called
offloading is presented by Bhattacharya and De (2017),
Vaezpour et al. (2016), Shaukat et al. (2016), Shuja et al.
(2016) and Akherfi ef al. (2016). In this method, the users
can gather the data using internal wireless connection
with server ingide the organization (offline), before gather
the data between the mternal server and the cloud using
wire conmections, 1.e., the wire cormection 1s more secure
than the wireless. In addition to offloading method
(Singh and Chatterjee, 2017) suggests many security
methods for the cloud layer of MCC: firewall and antivirus
to prevent the threats, data and services encryption and
define the signatures, i.e., the allowed devices to access
the cloud services and data.

Furthermore, Hashem et al. (2015) proposed the data
transfer of MCC through secure tools (third party). The
“Hadoop/MapReduce” is one of the most secure tools
which installed on the local server of the organization and
conduct the data transfer based on two stages,
receive/send the data from/to users using local wireless
connections and receive/send data from/to c¢loud using
Hadoop/MapReduce tool is
effective for big data transfer because it offer secure
transfer chammels of large bandwidths to accomplish the
data transfer in short time. However, researchers such as
Alkherfi et al. (2016) and Singh and Chatterjee (2017) are
not recommended the third party of data transfer due to
expenses of the required requirements.

wire connection. The

Khan et al. (2013, 2017) proposed a security method
for cloud and wireless connection layers and this method
called “port-knocking”. The “port-knocking”™ 1s based on
the strategy of define the authentication of the devices
that can accessed the MCC connection and gather the
information with the cloud. Hence, the devices the
authorized IP should defined m advance and the
undefined or strange TPs connections will be refused.

At the wireless connection layer (Ahmed et al,
2015a, b) mentioned that the security of MCC is affected
by the data transfer speed and throughput. The low
transfer speed and the routing of transfer due to low
throughput are increasing the opportumties to attack the
hold data in the comnection channels. Thus, 1t 1s
necessary to use effective speeds and throughout to
transfer the data. Methods such as optic fiber connection
would be effective to protect the transferred data through
reduce the hold data in the wireless connection channels.
Another method 1s offloading data transfer techmques,
which explained in the above by Akherfi e al. (2016)
study.

Similar to Ahmed et al (20153, b), the studies by
Gani e al. (2014) and Liu et ol. (2015) focused on improve
the MCC security at connection layer through reduce the
hold data in the wireless network between the cloud and
the mobile device. A transfer techmque called seamless
comnectivity 1s proposed to divide the transferred data
mto small bleck, each block can be transferred via
different network paths depend on the available paths
(to avoid the traffic) and the data blocks would be merged
at the destination level. Hence, the traffic of data transfer
will be avoided and the attackers cannot benefit from the
attacking of small data blocks, 1.e., the small data blocks
are not serviceable. In the same context (Ghomi et al.,
2017) proposed a load balancing algorithm to balance the
transfer data the MCC data via. the available wireless
network paths in order to avoid the network overload. The
load balancing method 1s depend on reserve the transfer
paths before transfer the data to assure that the data will
be delivered without any hold in the wireless cormection.
Moreover, Madm et al. (2016) and Aslam et al. (2017)
proposed the scheduling of data transfer to avoid the
overload on the wireless network. The scheduling is
depend on evaluate the available resources of the network
and manage the data transfer based on the available
paths. The scheduling may be conducted based on the
time, data importance or data size.

At the mobile device layer, Thulkun and Daramola
(2015) argued that the antivirus is one of the most
important methods to detect the threats 1s that could
attack the mobile devices. The antivirus application
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should be suitable for mobiles (mobile specification).
Most antivirus providers like kaspersky produce suitable
versions for mobiles devices.

Privacy methods of MCC: The privacy methods of MCC
involve the mobile layer (user side). Rassan and Al Shaher
(2013) focused on the authentication access of cloud
computing using user’s mobiles. Rassan and Al Shaher
(2013) mentioned that the traditional authentication
methods based on usernames and passwords has many
drawbacks like the ability of own or stolen user’s
identification by other users. The fingerprint could be
effective method to verify the legal accessing of users
accounts due to difficulty of stole the fingerprint of any
person.

Abolfazli et al. (2014) mentioned that the privacy
methods such as voice and face recognitions are required
advance requirements which may not available in all
mobile devices. Thus, the accounts accessing using
traditional passwords would be effective for all users.
However, the users should be forced to assign strong
passwords, i.e., letters, numbers and special characters in
order to increase the difficulty of the illegal accessing.

Sookhak et al. (2014) and Stajano et al. (2014)
explained that one of the most known illegal accessing of
MCC is conducted by computerized applications that try
to guess the users passwords using automatic counters.
To address this problem, the cloud can send challenge
questions that can be answered only by the human in
order or assure that the sign in process is done by a
person.

Sun et al. (2015) sees that account accessing using
passwords may be weak if the passwords stole or known
by strangers. However, the password accessing 1s flexible
methods due to low requirement to verify the accounts
authentication using text passwords. Therefore, it is
important to prevent the strangers form stole or attack the
user’s password. Sun er al. (2015) argued that the
encryption of user’s passwords could enhance the
effectiveness of user’s privacy. The encryption of user’s
passwords increases the difficulty of attack the gathered
passwords via MCC.

Alizadeh et al. (2016) argued that there 1s various
privacy methods could be utilized for MCC to assure the
users authentication, access the service using username
and password, accessing using biometric identification,
1e., volce or face recognition, accessing thorough valid
QR, accessing through confirm SMS code and analyze the
trust of the account through approaches such as analyze
the recent used device to access the account. The critical
review of Alizadeh ef al. (2016) founded that the biometric
passwords such as voice recogmtion and the SMS

verification are the most useful privacy methods of MCC
based on many factors like the methods cost, technology
requirements and privacy level. Tt is necessary to
mentioned that the biometric signature or the number of
mobile devices should be stored in the cloud at the
signup stage for the purpose of next verifications.

MATERIALS AND METHODS

The main purpose of this study is to investigate the
security and privacy methods that can be utilized to
improve the security performance of mobile cloud
computing. For this purpose, the document analysis
method of the past studies is conducted. The data source
is the review and research articles that published in the
last 5 years in three high impact databases, science direct,
web of science and Scopus. The researcher uses the
following taxonomy search queries in order to filter the
related studies:

(“Cloud computing” or “cloud” and “mobile
computing” or “mobile application” or “mobile cloud
computing” and “security” and “privacy”).

The retrieved articles from the three databases are
filtered and the redundant articles are avoided. Thus, the
final number of the retrieved articles is 25 which explained
1n the literature review. Based on the searching taxonomy
results, it can be noticed that there is limitation in the
conducted works in the security and privacy i1ssues of the
mobile cloud computing domain. Thus, this study could

be mmportant to support the researching mn this domain.
RESULTS AND DISCUSSION

The reviewed articles based on the research method
show that there are several methods can be adopted to
enhance the security and privacy performance of the
MCC. Table 1 summarizes the security methods of the
MCC. It can be noticed that the data encryption of the
data and services is important security methods at the
cloud layer. The classification of services and data as
public and private classes would reduce the cost of data
encryption. Also, the data transfer based on offloading
would be effective to enhance the security level of the
MCC. The researchers not recommend the offloading
using third party tools. Other important security methods
at the cloud layer are the firewall and antivirus. On the
other hand, methods such as port-knocking could be
effective to improve the security of MCC at cloud and
wireless connection layers. Furthermore, the data transfer
speed, effective throughput, seamless comnectivity and
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Table 1: Summary of security methods of MCC
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Table 2: Summary of privacy methods of MCC
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transfer scheduling approaches are effective to reduce the
hold data on the wireless connection which not give the
opportunity to attack the data at the connection layer. In
addition, the antivirus on the user’s mobiles would
prevent the threats attacks from attack the data at the
mobile device layer.

Table 2 summarizes the privacy methods of the MCC.
It can be noticed that the privacy methods are involve the
mobile device layer. Some researchers prefer the accounts
accessing using strong text password due to low
requirements of this method. Other researchers prefer the
biometric accessing methods such as fingerprints, voice
recognition and face recognition due to powerful of these
methods in define the legal accessing for MCC services.
The QR and SMS confirmations are effective to
define the legal accessing without the need to advance
technologies. The challenge questions 1s used usually to
prevent the computer machines from trying to access the
uses account illegally using techniques such as automatic
counters of IDs.

Based on Table 1 and 2, the suggested security and
privacy model of MCC 15 presented in Fig. 2. For effective
security of MCC, the data and services encryption at the
cloud level should be conducted. In order or reduce the
encryption costs, the data and services need to classified
as public and private classes. The private data and

A

Wireless data network

Security methods:
Port-knocking
Seamless connectivity
Transfer scheduling,
Speed data transfer
Effective throughput
transfer channels

Smart mobile device Cloud

Security
methods:

Antivirus Security methods:

Antivirus
Firewall

Identify the private
data and service
Encrypt the private
data and service

Privacy methods:
QR verification
SMS confirmation

-

Fig. 2: Proposed security and privacy model of MCC

services are required to be encrypted while the public
services and data will not be encrypted. The antivirus and
firewall are other security methods that must be utilized
ate the cloud level of MCC. At the wireless connection
layer, it 15 important the security performeance of MCC
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through many methods such as port-knocking, seamless
connectivity, transfer scheduling, speed data transfer and
effective throughput transfer channels. Lastly, at the
mobile device layer, the antivirus should be mstalled by
the users to improve the security level of the MCC while
methods such as SMS confirmation and QR verification
are useful to enhance the privacy performance of the
MCC without the need to apply advance techmology.

CONCLUSION

This study reviews the security and privacy methods
that could be utilized to enhance the protection
performance of the public MCC. The systematic review is
conducted to address the main aim of this study. The
searching method found that in the last 5 years, there are
25 published articles in high impact journals that related
to the security and privacy of MCC. The reviewed
security and privacy methods of the MCC are classified
based on the three main layers of the public MCC, cloud
layer, wireless connection layer and the mobile device
layer. The most useful security and privacy methods are
struchured as proposed model of the public MCC security.

RECOMMENDATIONS

In the future further research could be conducted
based on the baselines of this study. The most suitable
encryption methods of MCC could be analyzed critically,
the analyses of the privacy methods of MCC would be
expanded and the offloading transfer method need to be
explained m detail.
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